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Abstract: Considering that network defense subjects were usually resource-constrained, an intelligent planning and au-
tonomous implementation of network defense strategies under bounded rationality was studied considering the concept of
intelligent confrontation. First, attack graph, general knowledge and domain-specific knowledge were fused to construct a
network defense security ontology. On that basis, knowledge reasoning was utilized to recommend security defense
strategies to better adapt to the security needs of protected network information assets and current attack threats. Finally,
an autonomous planning and implementation of defense strategies was achieved under the constraints of limited network
security defense resources and dynamic changes of network information assets with the help of bounded rationality. The
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